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Client’s Information 

Client’s POC 

Consultant Information 

Consultant’s POC 

https://acme.com/
mailto:john.doe@acme.com
https://navisec.io/
mailto:consultant_email@navisec.io
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https://cwe.mitre.org/data/definitions/90.html
https://cwe.mitre.org/data/definitions/116.html


   

NAVISEC CYBER SECURITY 

Risk: Critical 

 

Summary 



   

NAVISEC CYBER SECURITY 



   

NAVISEC CYBER SECURITY 



   

NAVISEC CYBER SECURITY 

Remediation 

 



   

NAVISEC CYBER SECURITY 

 

References 

https://cwe.mitre.org/data/definitions/77.html
https://cwe.mitre.org/data/definitions/78.html
https://cwe.mitre.org/data/definitions/116.html
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https://www.blackhillsinfosec.com/how-to-disable-llmnr-why-you-want-to/
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Risk: High 

 

Summary 

Registry Hive: HKEY_LOCAL_MACHINE

Registry Path: \SOFTWARE\Policies\Microsoft\Windows NT\Rpc\

Value Name: RestrictRemoteClients

Type: REG_DWORD

Value: 0x00000001 (1) 
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Remediation 

References 

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn745899(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn745899(v=ws.11)?redirectedfrom=MSDN
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https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/managed-service-accounts-understanding-implementing-best/ba-p/397009
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/managed-service-accounts-understanding-implementing-best/ba-p/397009
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https://haveibeenpwned.com/DomainSearch
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